
Vulnerability Analysis – Literature Review Activity 

 

Reflect on this activity by answering the following questions: 

1. Did you have any issues or challenges with the literature search/audit on 

software sites and the national vulnerabilities database? 

2. How did you overcome them? 

3. How will they affect your final report? 

 

1. Did you have any issues or challenges with the literature search/audit on 

software sites and the national vulnerabilities database? 

The issues with the literature review were: 

• Ensuring that the literature was up-to-date and relevant 

• Moving from the theoretical concepts to the technical implementation 

The cyber security landscape is changing at pace.  Some of the literature represents 

conceptual challenges and outlines foundational principals of cyber security.  In 

those circumstances, the literature is helpful, relevant and informative.  There is a 

time lag between academic research and current developments that may not always 

be helpful.  The assigned website for this study is a social media platform and there 

are many threats that would be topical, current and relevant to a real-life activity but 

are not covered by academic literature at present.  For example, Apple’s current 

response to the UK government regarding end-to-end encryption would be topical, 

alongside Meta’s stance on WhatsApp security.  While these represent corporate 

viewpoints in relation to the tension between communication privacy (personal 

security) and government intervention (state security). There is scant academic 

research into this area. 

Furthermore, the were challenges when reviewing more technical documentation, 

signposted from the course reading.  For example, to gain a depth of understanding 

of the tools it is necessary to engage with them.  This can be challenging when the 

recommended reading results in technical dead ends due to incorrect links or 

installation instructions. 

2. How did you overcome them? 

The challenges regarding up-to-date academic information meant that while wider 

reading and an awareness of news and topical issues is helpful, it is important to rely 

on academic sources to draw conclusions and separate them form opinions. 

The technical links, downloads were overcome with resilience and allocation of 

additional time beyond what may be seen as reasonable.   

 

 



3. How will they affect your final report? 

The impact on the final report, is such that there may be a lack of depth from the 

technical response and the overarching resources have necessarily focused on the 

theoretical aspects in such a short period of time.   

The changing landscape of cyber-security would affect the final report in that while 

the exercise mirrors a real-world scenario, if may be limited if it were to be 

implemented in action. 
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